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Introduction 
Compliance is a major focus area for Microsoft and the Office 2007 system.  During 

design and development, specific attention was paid to features that enable regulated 

document management, including: 

 

¶ Audit trails 

¶ Record and document retention policies 

¶ Document level security 

¶ Open file formats (OpenXML and XPS) that allow documents to be machine 

readable, human readable, and consistent in presentation across systems 

¶ A consistent, thorough secure software development methodology (Security 

Development Lifecycle) that was applied to all the applications mentioned herein 

 

While these features can be applied to a broad range of regulations, including Sarbanes-

Oxley and HIPAA, they also apply to 21 CFR Part 11.  Thus, the Microsoft Office 

SharePoint Server 2007 (MOSS 2007), when combined with other Microsoft 

technologies, including Active Directory, Information Rights Management, and 

(optionally) the Microsoft PKI system, provides a system that may be configured to assist 

with 21 CFR Part 11 compliance when implemented as part of a broader compliance 

framework.  Although most software cannot be compliant by itself, the use of MOSS 

2007 and other Microsoft technologies can be implemented as a component of a broader 

framework of policies, procedures, and other systems that are put in place by the 

implementing party.     

 

The following pages provide a table mapping of 21 CFR Part 11 sections to the Microsoft 

relevant technologies that can assist with compliance.  This white paper will not only 

describe the regulation, but will also detail the specific features and configurations of 

SharePoint, Office 2007, Internet Information Server (IIS), Windows Server, Windows 

Rights Management Service, ASP.NET, and Active Directory, including actions to take 

along with example screenshots.   

 

This white paper may also be helpful for validation purposes, including but not limited to: 

providing guidance in developing test plans, pointing out areas to test for proper 

configuration of the system, documentation of the steps taken when in an audit situation, 

and detailing the development methodology used in producing the Office 2007 system. 

 

 

 



Disclaimer 
The information contained in this document represents the current view of Microsoft 

Corporation on the issues discussed as of the date of publication.  Because Microsoft 

must respond to changing market conditions, it should not be interpreted to be a 

commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of 

any information presented after the date of publication. 

 

This White Paper is for informational purposes only.  MICROSOFT MAKES NO 

WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE 

INFORMATION IN THIS DOCUMENT. 

 

Complying with all applicable copyright laws is the responsibility of the user.  Without 

limiting the rights under copyright, no part of this document may be reproduced, stored in 

or introduced into a retrieval system, or transmitted in any form or by any means 

(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, 

without the express written permission of Microsoft Corporation.  

 

Microsoft may have patents, patent applications, trademarks, copyrights, or other 

intellectual property rights covering subject matter in this document.  Except as expressly 

provided in any written license agreement from Microsoft, the furnishing of this 

document does not give you any license to these patents, trademarks, copyrights, or other 

intellectual property. 

 

©2007 Microsoft Corporation.  All rights reserved. 

 

Microsoft, Microsoft Office 2007, Microsoft Office SharePoint Server 2007, Microsoft 

Word, Microsoft Excel, Microsoft PowerPoint, Microsoft Rights Management Services, 
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Windows, Microsoft Certificate Lifecycle Manager, Microsoft Visual Studio, are either 

registered trademarks or trademarks of Microsoft Corporation in the United States and/or 

other countries. 

 

The names of actual companies and products mentioned herein may be the trademarks of 

their respective owners. 





Table 1: Map of Microsoft Technology Relevant 
Technologies to 21 CFR Part 11 Requirements 
 

Subpart B Relevant Microsoft Technology 

11.10 Controls for closed systems Windows and Office 2007 Systems 

11.10 (a) Validation of systems Office 2007 Systems 

11.10 (b) Record review and 

inspection Office 2007 Systems 

11.10 (c)  Records protection and 

retrieval Office 2007 Systems 

11.10 (d) System access Windows (IIS, Active Directory, ASP.NET) 

11.10 (e) Audit trail Office 2007 Systems 

11.10 (f) Operational system checks Office 2007 Systems 

11.10 (g) Protect record from 

unauthorized access Windows and Office 2007 Systems 

11.10 (h) Data input validation Windows, ASP.NET, Forefront 

11.10 (i) Personnel training Not applicable 

11.10 (j) Electronic signature policy Windows and Office 2007 Systems 

11.10 (k) System control 

Windows (Rights Management) and Office 

2007 Systems 

11.30  Controls for open system Windows and Office 2007 Systems 

11.50 Signature manifestation Office 2007 Systems 

11.50 (a) Signature information Office 2007 Systems 

11.50 (b) Control of signature 

information Office 2007 Systems 

11.70 Signature/record linking. Office 2007 Systems 

Subpart C Electronic Signatures 

11.100 General requirements. Not applicable 

11.100 (a) Uniqueness Not applicable 

11.100 (b) Identity verification Not applicable 

11.100 (c) Legal certification Not applicable 

11.200 Electronic signature 

components and controls Windows and Office 2007 Systems 

11.200 (a) Non-biometric signature Windows and Office 2007 Systems 

11.200 (b) Genuine use of 

biometrics signature  Not applicable 

11.300 Controls for credentials Windows (Active Directory) 

11.300 (a) Maintain of credentials 

uniqueness Windows (Active Directory) 

11.300 (b) Credential maintenance Windows (Active Directory) 

11.300 (c) Process for lost or 

compromised credentials Windows (Active Directory) 



11.300 (d) Safeguard to 

unauthorized credential use Windows (Active Directory) 

11.300 (e) Device maintenance Not applicable 

 

Subpart B Electronic Records 

11.10 Controls for Closed Systems  

Persons who use closed systems to create, modify, maintain, or transmit electronic 

records shall employ procedures and controls designed to ensure the authenticity, 

integrity, and, when appropriate, the confidentiality of electronic records, and to ensure 

that the signer cannot readily repudiate the signed record as not genuine.  

 

The following is a discussion of how the Microsoft Office system may address these 

requirements, with the specific procedures and controls further detailed in the subsections 

following this section. 

 

SharePoint Server addresses authenticity, integrity and confidentiality of electronic 

records through access control and permission to the records on either the individual 

record level or a document library level.  Users are assigned permissions to content and 

records through permissions which limit  what they can do by administrators.  Documents 

identified as records can be sent to a record center for safe keeping and have separate 

access control than when the document was authored and reviewed.  

 

To protect confidentiality of an electronic record, documents can be protected by 

Information Rights Management (IRM) policy that could restrict users from copying or 

printing documents even after the document is saved outside of the SharePoint Server. 

 

SharePoint also addresses non-repudiation through audit trails. SharePoint provides an 

auditable system of records - audit policies can be configured for documents and items in 

Office SharePoint Server 2007 to specify which events will be audited for each Content 

Type or site level, via the Information Management Policy capabilities.  An audit trail is 

kept with a document throughout the document and record life cycle. 

 

11.10 (a) Validation of Systems  

Systems validation ensures accuracy, reliability, consistent intended performance, and the 

ability to discern invalid or altered records. 

How Office 2007 System addresses the requirement 

Addressing this requirement takes a couple forms: 1) Validation of the system as a whole, 

and 2) validation of the individual documents or records.   

 



To address validation of the system, there are three areas of validation that implementing 

parties need to be concerned with: IQ (Installation Qualification), OQ (Operational 

Qualification) and PQ (Performance Qualification). 

 

In the case of Installation Qualification,  the focus is on ensuring that the application is 

installed correctly, and all Microsoft product generated installation logs are maintained 

which detail the installation as well as any errors that may arise during the installation 

process. 

 

Operational Qualification begins with the development methodology utilized to create the 

software.  Most Microsoft products, and all the products detailed in this whitepaper, 

adhere to the ñSecurity Development Lifecycleò methodology.  This methodology, which 

encompasses steps traditionally employed in software development methodology, places 

a particular focus on development of software that is secured by design, in development, 

and through implementation.  All major software releases from Microsoft, beginning with 

the Office 2007 and Vista/Longhorn ñwaveò of software releases are required to go 

through the internal processes and checkpoints detailed in the Security Development 

Lifecycle methodology, and must be signed off on by a Security Officer before the 

particular software can be released to the general public. 

 

The details of the methodology are available on MSDN as well as through published 

works by Steve Lipner and Michael Howard (see the Reference section for more 

information).   

 

Operational Qualification extends to the operation of the software.  To that end, most 

Microsoft software, and all the products detailed in this whitepaper, provide detailed error 

logging and troubleshooting information that can be gained through a proper 

implementation of the Microsoft Operations Manager (or MOM).  In fact, any software 

release must include a management pack for MOM before the particular software can be 

released to the general public.   

 

The details of the MOM management pack for all relevant software are available in the 

References section of this document. 

 

Performance Qualification always includes the question -- ñDoes the software perform to 

the end usersô needs?ò  As that question can only be answered by the implementing party, 

the final step in validation of the software needs to be the development of test plans and 

testing of the software in the environment in which it will be utilized.  These test plans 

can be modeled on this whitepaper to assist with the proper configuration of the software. 

 

While the overall validation of the software is up to the implementing party, Microsoft 

has assisted in the validation through the creation of the development methodology, 

implementation of the MOM management packs, implementation of the installation logs, 

and development of this whitepaper to give guidance in the configuration of the software 

and development of the test plans for performance qualification. 

 



Finally, Microsoft recommends that companies periodically audit their own 

implementation of the software, in order to ensure that the guidelines specified herein are 

applied to their production systems and are enforced throughout. 

 

To address validation of the individual documents, SharePoint provides auditing features 

to facilitate the validation process.   

 

As SharePoint server is designed as an auditable system, the administrator can configure 

the system to audit document creation, specifically document modification and deletion 

among other things so all changes to a document are audited.  Additionally, you can also 

extend the auditing capabilities to include additional information such as version and 

workflow status. 

 

For Document level, you have the following out-ofbox choices of auditable events.  This 

can be configured on site collection level, document and list, or content-type level.  

 

  

To configure a document library, select Document Library Settings (as shown below) 

from the document libraryôs settings menu and then select ñInformation management 

policy settingsò under the Permissions and Policies section. 

   

For content type, you can define this under content typeôs Settings and then ñInformation 

management policy settingsò. 

 

For site collection level, the configuration is the same as configuring site level auditing 

events discussed below. 

 



  
 

SharePoint Server also enables the audit of site level for the following events as shown 

below.  To set this setting, follow the flow below to the Top Level Site Settings if you are 

not currently on the top level site: 

 

Site Actions -> Site Settings -> Top to Top Level Site Settings 

 

Under Site Collection Administration, select ñSite collection audit settingsò. 

 

 

11.10 (b) Record Review and Inspection  

The ability to generate accurate and complete copies of records in both human readable 

and electronic form suitable for inspection, review, and copying by the agency. Persons 

should contact the agency if there are any questions regarding the ability of the agency to 

perform such review and copying of the electronic records. 

How Office 2007 System addresses the requirement 

Documents stored in SharePoint in their native format can be viewed with their 

corresponding viewer application.   

 

Additionally, Microsoft Office SharePoint Server 2007 includes an extensible framework 

and runtime support to enable your own custom document converters for the document 

libraries in a Web application. A document converter is a custom executable file that 



takes a document of one file type, and generates a copy of that file in another file type.  

Using document converters, you can transform your content into different versions to suit 

your business needs.  Converter will respect IRM rights associated with the document.   

 

For examples of document converter implementation, please refer to the ECM start kit at: 

http://www.microsoft.com/downloads/details.aspx?FamilyID=38CA6B32-44BE-4489-

8526-F09C57CD13A5&displaylang=en 

 

Additionally, when the documents in question are written in the Microsoft Office 2007 

system, the new OpenXML file format allows the document to be accessible 

electronically (i.e. machine readable in XML in its component parts) while still 

maintaining the ability to be viewed as a whole through Word, Excel, or PowerPoint as 

appropriate. Saving the document in XML Paper Specification (XPS) format provides the 

best of both worlds: a machine readable document (in XML) whose formatting does not 

change regardless of the printer, screen, or viewing application used to display the 

document. 

 

A description of the OpenXML format is found at: http://www.ecma-

international.org/publications/standards/Ecma-376.htm 

 

A description of the XML Paper Specification (XPS) is found at: 

http://www.microsoft.com/whdc/xps/downloads.mspx 

 

Both XPS and OpenXML are native file formats for Office 2007 and are understood and 

readable by the Vista operating system as well. 

 

Agencies and inspectors can be given read-only access to documents during the review 

process.  Electronic documents will be viewed either natively or in other formats via 

document converters or viewers.  

 

11.10 (c) Records protection and retrieval 

Protection of records to enable their accurate and ready retrieval throughout the records 

retention period. 

How Office 2007 System addresses the requirement 

Microsoft Office SharePoint Server 2007 Records Centers can be organized to match 

your file plan. The policies for content in the site can be configured to match your 

retention schedules, and the metadata for that content can be set up to capture whatever 

information you need for the long-term management of those records.  Record managers 

can use the record center to: 

 

1) Automatically receive/route records declared from other sourcesðRecords 

Centers are able to determine how the Content Type of a declared record 

translates to an appropriate record series in the file plan, and then file the record 

into the appropriate location.  

http://www.microsoft.com/downloads/details.aspx?FamilyID=38CA6B32-44BE-4489-8526-F09C57CD13A5&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=38CA6B32-44BE-4489-8526-F09C57CD13A5&displaylang=en
http://www.ecma-international.org/publications/standards/Ecma-376.htm
http://www.ecma-international.org/publications/standards/Ecma-376.htm
http://www.microsoft.com/whdc/xps/downloads.mspx


 

2) Hold ordersðThe Records Center includes a powerful hold order system to locate 

records relevant to particular event requiring a hold order, suspending disposition 

of those records for the duration of the event, and for resuming normal disposition 

once those events have ended.  

 

3) Separate access controlsðRecords Center can give you the flexibility to specify 

whether users can access any section of the Records Center, whether they can 

view or add items, independent of the permissions those users have on authoring 

and collaboration sites.  

 

Documents can be attached to a policy that defines content expiration and version control 

policy. 

 

Information Management Policy allows records managers and administrators to specify a 

ñpolicyò that defines how the system should handle content so that it is compliant with a 

records management program and given regulations.  Policies can be defined and 

attached to content types, document libraries & lists in collaborative and records spaces 

so that once the policies are applied, all content classified within that content type or 

location will automatically be managed in accordance with that policy, without any active 

end-user participation.   

 

The following is a screenshot of a policy definition page for a content type: 

 



 
 

Microsoft Office technology allows content that is outside the repository to be secured on 

the basis of policies as well by using the Rights Management Server. With the 2007 

system, an access control policy set up for a SharePoint site can also be maintained for 



documents on the desktop. These rights also extend to expiration, printing, forwarding, 

and copying, thereby ensuring a higher level of content security than has been possible 

with traditional approaches. 

 

11.10 (d) System Access  

Limiting system access to authorized individuals 

How Office 2007 System addresses the requirement 

SharePoint sites containing information or documents to be protected should not allow 

anonymous access.  The User will need to be authenticated before access to the site is 

granted. 

 

The following are authentication methods for SharePoint (or any ASP.NET application): 

¶ Windows integrated (NTLM, Kerberos, or certificate) ï user is authenticated 

when they log on their computer.  This is enforced by IIS. 

¶ Basic authentication ï user enters domain credentials for authentication before 

access to the site is granted.  This is enforced by IIS.  As credentials are sent as 

plain text by default, this option should use SSL or other mechanism to encrypt 

the http traffic. 

¶ Forms based or SSO ï user enters credentials assigned to them that may not be 

their domain credentials.  As with Basic Authentication, HTTP traffic needs to be 

encrypted to protect the credentials.  This requires additional settings on 

web.config file for the web application. 

 

Authentication setting is set per web application (the container that hosts portal and 

collaboration sites) and is configured through SharePoint Central Administration 

Application.   

 

The following is a sample web.config file used to setup forms-based authentication, role-

based access, and denies access to unauthenticated users: 

 

<configuration> 

  <connectionStrings> 

    <add name="MySqlConnection" connectionString="Data  

      Source=MySqlServer;Initial Catalog=aspnetdb;Integrated 

      Security=SSPI;" /> 

  </connectionStrings> 

  <system.web> 

    <authentication mode="Forms" > 

      <forms loginUrl="login.aspx" 

        name=".ASPXFORMSAUTH" /> 

    </authentication> 

    <authorization> 

      <deny users="?" /> 

    </authorization> 



    <membership defaultProvider="SqlProvider" userIsOnlineTimeWindow="15"> 

      <providers> 

        <clear /> 

        <add  

          name="SqlProvider"  

          type="System.Web.Security.SqlMembershipProvider"  

          connectionStringName="MySqlConnection" 

          applicationName="MyApplication" 

          enablePasswordRetrieval="false" 

          enablePasswordReset="true" 

          requiresQuestionAndAnswer="true" 

          requiresUniqueEmail="true" 

          passwordFormat="Hashed" /> 

      </providers> 

    </membership> 

    <roleManager defaultProvider="SqlProvider"  

        enabled="true" 

        cacheRolesInCookie="true" 

        cookieName=".ASPROLES" 

        cookieTimeout="30" 

        cookiePath="/"  

        cookieRequireSSL="false" 

        cookieSlidingExpiration="true" 

        cookieProtection="All " > 

      <providers> 

        <add 

          name="SqlProvider" 

          type="System.Web.Security.SqlRoleProvider" 

          connectionStringName="MySqlConnection"  

          applicationName="MyApplication" /> 

      </providers> 

    </roleManager> 

  </system.web> 

</configuration> 

 

After authentication, the user will also need to be assigned appropriate rights to access 

specific features and contents.  Details on how to configure user roles and rights are 

discussed in Section 11.10 (g) of this paper. 

11.10 (e) Audit Trail  

Use of secure, computer-generated, time-stamped audit trails to independently record the 

date and time of operator entries and actions that create, modify, or delete electronic 

records. Record changes shall not obscure previously recorded information. Such audit 

trail documentation shall be retained for a period at least as long as that required for the 

subject electronic records and shall be available for agency review and copying. 



How Office 2007 System addresses the requirement 

As discussed in 11.10 (a) audit trails in SharePoint are provided at the document level, 

are sequential by machine date, and capture associated meta-data with the document 

including operator, document location, and action taken on the document.  These audit 

trails are kept in association with the document throughout its life cycle. 

 

Out of box, you can access the audit log at site collection level from the Site Actions 

menu and then select ñAudit log reportsò from Site Collection Administration section. 

 

 
 

An example of running a custom report: 



 
 

Resulted report: 

 
 

It is possible to view the audit history as a site feature with a couple lines of ASP code.  

The following code snippet will provide a site-wide audit trail function which facilitates 

viewing the audit history by reviewing parties.  

 

To implement a customized audit trail report view, you create a regular ASPX page that 

inherits from an existing SharePoint master page.  Below is an example of ASPX page 

attributes: 

 

<%@ Page Language="C#" Src="MyAudit.aspx.cs" AutoEventWireup="true" 

Inherits="MyNameSpace.MyAudit"  MasterPageFile="~/_layouts/application.master"%> 

 

Following is an example of a customized audit trail report feature: 



 
 

The resulting audit history view: 



 
 

 

An audit trail can be extended relatively easily to record any additional information as 

shown below in a code snippet from an event handler that writes a custom event to the 

audit trail associated with the list item which can be a document: 

 

SPListItem checkedinItem = eventProperties.ListItem; 

checkedinItem.Audit.WriteAuditEvent(SPAuditEventType.Custom, "Event source such 

as signature", "Additional information you may haveé" ); 

 

While users of collaborative spaces can be given full rights to active content, the audit log 

is tightly restricted. Only administrators (or users who are granted sufficient privileges) 

are able to view the audit history, using Microsoft Office Excel-based reports. And no 

user can selectively edit or delete individual audit entries.  There are some built in reports 

including Deleted event reports (accessed through the ñSite Actionsò drop down menu. 

Select ñSite Settingsò, and then select ñAudit log reportsò under the Site Collection 

Administration column of the site settings page). See below. 



 

The Deletion report shows details of the events: 

 

 

11.10 (f) Operational System Checks  

Use of operational system checks to enforce permitted sequencing of steps and events, as 

appropriate 

How Office 2007 System addresses the requirement 

SharePoint 2007 can enforce check in/out policy on document libraries.  Under checkout 

policy, a user can only view documents without checkout and has to checkout the 

document before editing. 

 

Check out policy is set via Versioning Settings off of the document libraryôs General 

Settings section as shown below: 

 



 
 

For libraries with ñRequire Check Outò checked, the user will open a document as óread 

onlyô when clicking on the document link by default and will need to check the document 

out before editing as shown below: 

 
 

 

SharePoint 2007 workflow capability enables automated business processes, such as 

document review and approval processes, based on the sequence of events prescribed in 

the organizational policies.  The sequence of events associated with a particular workflow 

is tracked and enforced. 

 



11.10 (g) Protect records from unauthorized access  

Use of authority checks to ensure that only authorized individuals can use the system, 

electronically sign a record, access the operation or computer system input or output 

device, alter a record, or perform the operation at hand. 

How Office 2007 System addresses the requirement 

SharePoint Server 2007 (via WSS v3) controls access to Web sites, lists, folders, and list 

items through a role-based membership system by which users are assigned to roles that 

authorize their access to Windows SharePoint Services objects.  The creation and 

authentication of the user and to which role the user is assigned is discussed in Section 

11.300 ï Controls for Identification Codes / Passwords. 

 

To give a user access to an object, you either add the user to a group that already has 

permissions on the object, or create a role assignment object, setting the user for the role 

assignment and then adding the assignment to the collection of role assignments for the 

object (such as list item, folder, list, or Web site).  

 

Windows SharePoint Services includes the following three groups by default: 

¶ owners (administrator) 

¶ members (contributor) 

¶ visitors (reader) 

 

You can either add new groups or customize existing groups to fine tune permission sets 

for users.  You can access the People and Group screen by selecting the Site Actions -> 

Site Settings page under the Users and Permissions section to define new groups and 

adding users to groups: 

 

 
 

 

By default, objects inherit permissions from their parent (document from document 

library or folder, document library from site, site from parent site).   

 

Following are the screen shots of defining a unique permission setting for a document.  

The process is the same for library and site. 

 



Confirmation dialog for defining unique permissions different from parent: 

 

 
 

An example of fine tuning a particular groupôs rights: 

 
 

 

11.10 (h) Data Input Validation 

Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the 

source of data input or operational instruction. 

How Office 2007 System addresses the requirement 

Transport level encryption (such as SSL) can be used to secure the content (data input) 

from users. 

 

ASP.NET (which SharePoint is built on) uses the Message Authentication Code (MAC) 

technique to protect key information, such as view state data and authentication tickets, to 

make sure that the data are not illegally modified.   

 

For cookie-based authentication (such as forms authentication), administrators can 

configure cookie timeout parameters to be reasonably short to reduce the cookie reply 

security risk. 

 



For additional protection, Microsoft has developed Forefront Security for SharePoint, 

which helps businesses protect their Microsoft Office SharePoint Portal Server 2007 and 

Windows SharePoint Services 3.0 servers from viruses, unwanted files and inappropriate 

content. With a layered, multiple scan engine approach, Forefront Security for SharePoint 

helps stop the latest threats before they impact your business and users. 

 

 

11.10 (i) Training  

Determination that persons who develop, maintain, or use electronic record/electronic 

signature systems have the education, training, and experience to perform their assigned 

tasks. 

How Office 2007 System addresses the requirement 

Microsoft product teams follow rigorous development and testing processes for its 

product development including the Office 2007 systems, as described in Section 11.10(a) 

Validation of Systems. 

 

Microsoft and many of its partners offer extensive training courses, technical resources, 

and certifications for .NET, SharePoint and related technologies to help organizations to 

educate and train their people for specific tasks. 

 

11.10 (j) Electronic Signature Policy  

The establishment of, and adherence to, written policies that hold individuals accountable 

and responsible for actions initiated under their electronic signatures, in order to deter 

record and signature falsification. 

How Office 2007 System addresses the requirement 

Creating a successful Records Management system starts with mapping out the 

organizationôs records management goals, anticipating the challenges an organization 

will face in making that vision a reality within the company, and developing a policy and 

implementation that fits these needs. Since planning is a key to both the policy 

development and solution implementation phases, it is important to outline the challenges 

faced at each stage so these can be kept top of mind when working out both the 

organization policy plan and implementation strategy.   

 

At the policy planning stage, the major challenge is to devise a system that encompasses 

an organizationôs current records-keeping needs: content types, media types, storage 

requirements, business processes, and policies.  It also needs to meet present legal and 

audit requirements, and be extensible and flexible enough to accommodate future content 

types and retention requirements. Another important goal is to enhance information 

retrieval, which will help employees do their jobs more efficiently and give an 

organization a competitive advantage.  

 



In developing the policy for an organization, the challenge is to create an overarching 

policy document that is comprehensive but short, easy to read, and accompanied by 

actionable retention schedules that can then be put into practical use. Furthermore the 

policy needs to be integrated with the organizationôs other enterprise content 

management policies, and be able to absorb and integrate previous record keeping efforts.  

 

At the implementation stage, the major challenge is to create a system that suits the 

organizationôs workflow, one that will actually be adopted by users and integrated into 

their daily activities. The implementation must be simple enough for employees to grasp 

quickly, easy enough to require only few extra steps (or clicks), but rigorous enough to 

meet the organizationôs overall need for record keeping within the organization.  

Furthermore, any technology rollout must be manageable for the organization as a whole 

ï and not significantly disrupt normal business operations. 

 

Microsoft Office SharePoint Server 2007 includes four information management policy 

features to help an organization manage content type as shown in Section 11.10 (c):  

 

¶ Document expiration 

¶ Document auditing 

¶ Document labels 

¶ Document bar codes 

 

11.10 (k) System control  

Use of appropriate controls over systems documentation including: 

 (1)  Adequate controls over the distribution of, access to, and use of documentation for 

system operation and maintenance. 

 (2)  Revision and change control procedures to maintain an audit trail that documents 

time-sequenced development and modification of systems documentation. 

How Office 2007 System and Rights Management Services (RMS) 

address the requirement 

Microsoft Windows Rights Management Services (RMS) augments an organizationôs 

security strategy by providing protection of information through persistent usage polices, 

which remain with the information. Content is protected with RSA 1024-bit Internet 

encryption and authentication so that information will be safe in transit and will remain 

with the document, no matter where it goes. For example, encrypted content stored on a 

lost USB drive will not be accessible and viewable to any unauthorized viewer, 

regardless of location.  

 

This information protection technology works with RMSïenabled applications to help 

safeguard digital information from unauthorized useðboth online and offline, inside and 

outside of the firewall. Record managers and administrators can define exactly how users 

can use data and can place limitations on who can open, modify, print, copy, and forward 

certain confidential information.   

 



Document permission can be restricted through Office 2007.  The following is the screen 

shot from Word 2007 showing access to the ñRestrict Permissionò menu: 

 
 

To set specific permission and restriction, select from the following: 



 
 

For example, a document opened by a user who has read-only access will not be able to 

print and copy the document as seen below: 



 
 

RMS (SP2) enables Information Rights Management (IRM) in Microsoft Office 

SharePoint Server 2007.  IRM for SharePoint 2007 can be enabled through the central 

administration page: 

 

 
 

 

 

Revision and change control can be enforced through checkout and audit trail policies as 

discussed previously in this document. 


